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Joe Who?

* Ham since 1974 — WN3YKP, WA3YKP, AA3YKP
e Extra since Nov. 2012 — AG6QO

* Profession — BSEE, M. Eng.
— Computer / Controls Engineer — Robotics, Flight Controls, UAVs

e Affiliations
— BARK, Yolo ARES, WVARA, ARRL, IEEE, AOPA

* Find me:
— Ham info: http://agb6go.com/
— Professional Info: http://www.linkedin.com/in/joedeangelo/
— Email: jod@online-tek.com
— BBS: AG6QO@AG6QO.#NCA.CA.USA.NOAM
— PMBX: AG6QO-1 VIA KBERR (145.050)

e Disclaimer
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Packets and Nodes

e Based on AX25 Protocol
— A “Link Layer” protocol

— Allows two stations to reliably exchange packets (error-free,
due to error correction algorithms).

— Specification : http://www.tapr.org/pdf/AX25.2.2.pdf
* Nodes

— A “Connection Layer” protocol

— Hides “ACK” between nodes

— Allows multiple stations to connect in “circuits”

— Some NODE networks automatically “discover” nodes that
appear or disappear.

— Some NODE networks do not require you to know the route to a
distant Node.
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G6Q 145.050 Nodes

WINTERS, CALIFORNIA USA
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Node Hopping

WINTERS, CALIFORNIA USA

CONMECTED to EBERR
###CONNECTED TO WILD HC EBERE (K6JAC-6) CHANNEL &
FBEERE is the KaMode in the BERRY THC

ENTER CCMMAND: B,C,J,H, or Help ?

C WCCDY

###LINE MADE

###CONNECTED TCO WILD WODE WOODY (N6ZX) CHANNEL &
ENTER CCMMAND: B,C,J,H, or Help ?

C EI&ZHD-1

Welcome, AGEQO-14 !

Last sysop activity was 40:
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Full-Service Bulletin Boards

* “Store and Forward” messaging

— No need for the recipient to be online.

* Hierarchical message addressing

— No need to know route — White Pages

* S AG6QO@AG6QO.#NCA.CA.USA.NOAM

— The BBS system will route the message to the recipient’s
location, if they exist.

* ST 95694@NTSCA

— Built-in accommodation for NTS message formats
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Some Typical BBS Services

* Message Forward

* File Server

* Gateway / Node

* APRS/WinLink/other gateway services
e Multiple connect “chat”

e DX Cluster

e Satellite Tracking (Server)
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Existing Node Connections

WINTERS, CALIFORNIA USA

KBERR
145.050
Mt. Berryessa
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BBS “Backbone” Fwd.

#Berr
West-Sac BBS
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The Plan

* Phase 1 — Nodes at Berryessa Site
— 144.370 Packet Node — User channel
— 223.6 MHz Packet Node - Forwarding only

— BBS located at AG6QO home QTH in Winters

— Access coverage greatly expanded by Berry nodes.
— Internet access provided by AG6QO

 Phase 2 — BBS at Berryessa Site
— BBS on repeater site; add Internet internet service
— Removes messaging latency (delays)
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Motives

e Re-establish local, regional, and state amateur rf message
forwarding network

* Provide a hub for regional emergency services (ARES)
* Promote formal (NTS) message handling access

* Participate in the development of next-generation amateur
forwarding/switching software (BBS 2.0 * o0)
— Open source ; add your own improvements
e As with all of amateur radio:
— Not intended as a replacement for the internet
— Is intended as backup communications
— Provides rich platform for experimentation and innovation
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Diverse Uses

Commercial-channel independent
e |f the internet is down, we’re still UP !
Club, ARES, NTS, public service
— Tactical Hub — auto-forward, forward to PMBX
— Out-of-area message handling
— File sharing — tactical data storage and retrieval
APRS Gateway

— Can be used to forward position, weather, or other information of a
tactical nature via APRS-IS or locally without APRS-IS.

Endless possibilities with “open-source” add-on “servers”.
Accessible via POP/SMTP mail client and Outlook “front-ends”.
Future: Accesible via WinLink
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AG6QO0 BBS Hardware

e Computer - Raspberry Pi Model B
e 700 MHz ARM11
* Videocore 4 GPU - HDMI
* 100 base T — network
* http://www.raspberrypi.org/fags
* Running Debian Linux

e TNC-TNCPI
e KISS-mode TNC sized to mate with RPi
e http://www.tnc-x.com/TNCPi.htm

e RF User-channel
e Kenwood TM-V71A
e 2m transceiver — 25W —144.370 MHz

e http://www.kenwoodusa.com/communications/amateur radio/mobil
es/tm-v71a
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AG6QO
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Finished

Raspberry Pi with one TNCpi
Basis of AG6QO BBS
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AG6QO BBS Software

* F6BVP bundled distribution
— Debian Linux / AX25 — with all the trimmings !
— FPAC node package (ROSE, NETROM, FlexNet, etc.)
— FBB Bulletin Board System

— Includes webserver, telnet, bluetooth, APRS

daemon, DX cIuster, etc, etc etc!
— http://f6bvp.org/AX25 BBS Node RaspBerry Pi install.html
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Current Status

AG6QO §

WINTERS, CALIFORNIA USA

* Online and On-air 24/7

* Emergency Power Available, but not automatic.
* Full-automatic emergency power on order.

* Forwarding via internet; N6RME, NOARY, N6 MEF
— General traffic
— NTS traffic

e User Channel available: 144.370 MHz
* Telnet access on request
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Very Soon

* Local 223.6 MHz forwarding “backbone”

— RF Forwarding-channel
e Alinco DR-235T
* 1.25 m transceiver — 25W — 223.6 MHz

* APRS Gateway

* DX Cluster

e Satellite Tracking (Server)

e Regional user-access via wide-coverage 2m node

 Regional forwarding via wide-coverage RF
“backbone”
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WINTERS, CALIFORNIA USA

Proposed 2m BERR Node

BERR37
Node
144.370 MHz
Mt. Berryessa

xibh
(0) AGEQO BBS:
LM

Mg Size @Route
@AGEQO

@AGEQO
@AGEQO

@AGHQO
@AGHQO
@AGEQO
@AGEQO

Callsign

From
HGRHE
KGESIT
KAGEE
HEGRHE
KGESIT
HGRHE
HGRHE
KBELTY
WAGETY

Yolo User

agbgo  — Fenote h

DatesTime Subject [LC-choice: %]
0902-1113 HGRHE: ®%xx UHKNOWN HTS #*#*x
0902-0754 Honday morning test
0902-0430 T

0902-0030 CP HeRME: reply to 14
0901-2128 Jos

0901-1631 H&6RHME: reply to 14
0901-1013 NTS Traffice for 95694
0831-1736 Dupl reply to 14

0827-1536 Re: Introduction




Proposed 1.25m #BERRY Node
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#BERRY
223.6 MHz
Mt. Berryessa

e
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Proposed #BERRY Node

e TYT TH-9000 Transceiver ( 55 Watts)

— With a Pacomm Tiny-2 Mark Il with TheNet node
firmware version 2.08B.

* Comet Super22 Antenna
 To Be Added — 150 VA UPS
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AG6QO | Future

lllllllll FORNIA USA

 Multiple RF ports
— Multiple channel access and forwarding

* HF ports
— Long-haul, commercial-independent message forward.

 WinLink gateway
— To internet email

AG6Q0O-1
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Why Packet / BBS for EC ?

Fast:
— Packet is much faster than voice

e Accurate:

— Packet is far more accurate than voice, especially for data
and difficult items like drug names.

Deployable:
— Packet is way more deployable than wifi or cellular data

 Meets served agency needs:
— Agencies need data/forms.
— Automatic logging, statistics, message tracking.

9/16/2013 Joe DeAngelo 26



Currently used in EC?

WINTERS, CALIFORNIA USA

Yes, Packet and BBSs are in use nationwide

See the Sunnyvale and Santa Clara presentations.

—  http://www.scc-ares-

races.org/packet/presentations/SCCo Packet & CERT for San Mateo Co 121025.pdf

ARES - http://www.ctares.org/

Situation

How will we deploy packet?

. Today, Cupertino uses packet to pass digital message traffic
between Cupertino EOC and County EOC.

. There are ham radio operators (some CARES, some not)
staffing ICS positions at the ARCs.

. During a full-scale emergency response, we may not have the
staffing to cover voice communications and packet support at
the ARCs.

. Some alternatives for ARC communications staffing are:

= SUVs... but first need to be trained
» CERT as Packet Operators... with a Ham as a “Control Operators”

. Cupertino OES has invested in packet kits for the ARCs

Packet Radio and Cupertino CERT

1. Operate in the EOC for EOC to County message handling
2. Start with the ARCs for ARC-to-City EOC message handling

3. Need to define the message requirements and develop

message templates for ARC-to-EOC (structured) message
handling

4. Leverage the County Packet infrastructure (BBSs)

5. Continue to align to the state message hierarchy protocol

fe

5'“
A\

Packet Radio and Cupertino CERT
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Renote host : localhost

Requires “connect” command
login.

Requires individual co
list,
Read,




Outpost

2al for EMCOMM. “Focus on the message, not the medium

TR r———— @l ¢ Does all the connections and log
File Edit Setup Tools Forms Actions Help f
New | Open | Achive | Delts | Pint | Send/Receive | Profie: [HT Personal ~] or you.
U | Type | From | 1o | BBS | LocallD | Subject | Date/Time o A t m t ” t m
NEMEF  AGBOO.. AGEQOA DELIVERED: forwarding look: 9/13/2013 2217
NEMEF  AGB00..  AGEQO- DELIVERED: Re: Ancther test 1 9/13/2013 22:1: utomatica y ge Sa €ss
NERME  AGBOO..  AGBOO- test 941472013 221

e Automatically downlc
stores message

< I >
3ltems, 10 Total | HT Personal - AGBOO-7 - AGEQO-1 - KPC-3 (000000 | 203714




References

e AG6QO BBS web log

— http://www.agb6go.com/PiPBBS.html

— Links, Hints/Tips, Status, more links @ agb6qo.com
 Sunnyvale EMCOMM

— http://www.outpostpm.org/docs/fbb-implementation-guide.pdf

e Santa Clara ARES/RACES

— http://www.scc-ares-races.org/packet/presentations/SCCo Packet & CERT for San Mateo Co 121025.pdf
— http://www.scc-ares-races.org/packet/presentations/Alameda Packet 110325.pdf

* CT ARES - http://www.ctares.org/

e NCPA — N CA packet BBS frequency coordination
— http://ncpa.n0ary.org/bbsindex.html
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QUESTIONS?




AG6QO

WINTERS, CALIFORNIA US.

THANK YOU !
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